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All-Hazard Continuity of Operations Planning (COOP)
UW Superior Department Level COOP Planning Instructions

Introduction to COOP

Consider the following real-life scenarios and how they would impact your department and the
University as a whole:

1. Heavy rains caused basement flooding forcing a 3-month emergency relocation to other
buildings by department offices. Files, equipment, and furnishings were destroyed. The
departments had to establish a temporary working office in an alternate location.

2. UW Superior is in the midst of unprecedented new building construction and existing
building renovation that will last for many years. Renovations may cause departments to
relocate their functions temporarily for periods 3 to 18 months, causing business
disruptions for a relatively short duration (weeks).

3. Public health agencies are predicting a future pandemic involving a novel influenza virus
strain, similar to the influenza pandemics of 1919, 1953 and 1967, and the HIN1
pandemic of 2009. A pandemic could impact our campus for months: Classes and public
events might be suspended; our infrastructure will remain intact, however 30% or more
of our employees might be unable or unwilling to come to work. Major disruptions could
occur not only in university services, but also among regional vendors, health service
providers and local government.

As you consider the three scenarios above, remember that all of the scenarios have already
occurred or are in progress at UW Superior. Scenarios 1 and 2 affect the loss of use of a facility,
such as an office, floor or entire building. Department employees must turn their attention from
their normal duties to managing the loss of use of their space, relocating to temporary spaces and
resuming normal business operations. The Superior Normal School (UW Superior) cancelled
public events and classes for 30 days or more during the 1918-19 Spanish flu pandemic, as did
other public entities in our region. The pandemic scenario is most likely to affect the loss of
personnel and our supply lines rather than our facilities.

Advanced planning, called Continuity of Operations (COOP) planning, can help mitigate the
impact that an emergency may have on your department and speed your recovery to an
operational status.

COOP Planning At UW Superior

A COOP Plan is not an emergency response plan; the purpose of a COOP Plan is to facilitate the
recovery and resumption of critical or essential functions through the development of plans,
comprehensive procedures, and provisions for alternate sites, personnel, resources, interoperable
communications and vital records/databases.

COOP planning at UW Superior utilizes an “all-hazards” approach, meaning that our planning
scenario will incorporate both the loss of infrastructure and employees caused by any natural or
man-made emergency. All critical UWS departments will prepare a Department COOP Plan
unique for their work unit. Your plan’s goal is to assist your department to recover to a fully
operational state within 30 days after a major operational interruption.
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An All-Hazards Continuity of Operations (COOP) Planning template is provided for campus
departments to ensure that plans are uniformly prepared. For the purpose of this template, the
term “department” means all functional departments, programs and work units at UW Superior.

The University’s COOP Plan is predicated on a realistic approach to the problems likely to be
encountered during a major emergency or disaster. The following qualifiers apply:

= Anemergency or a disaster may occur at any time of the day or night, weekday,
weekend, or holiday, with little or no warning.

= Anemergency response action and associated recovery efforts will be influenced by
the changing patterns of services, facility use and campus population through the
normal cycles of the academic calendar.

= Disasters may be community-wide. Therefore it is necessary to plan for and carry out
disaster response and short-term recovery operations in conjunction with other
campus and local resources.

This is your Department Plan; feel free to augment this template to meet your needs. Be
collaborative when drafting your plan, and seek comments from your staff and leadership and the
COOP team. When your plan is completed, return it to Carol Lindberg, UWS COOP
Coordinator, at the EH & S office.

Planning Assumptions
In order to prepare plans to resume critical and essential operations following an emergency, a
consistent set of planning assumptions must be used by all departments. For planning
purposes, assume your department has experienced:
= A severely damaged facility or infrastructure, requiring your department to relocate to
a different facility on or off campus for 3 or more months, and
= A 30% Staffing Loss. Staffing levels may be heavily impacted due to high
absenteeism, work force reductions due to facility losses, social distancing
requirements to isolate for disease controls and/or lack of skilled workers and
adequate supplies.
The impact of a severe staffing loss and/or damaged facility should be expected to severely
impact technology resources on campus. Do not expect information technology resources to
be available at the onset of a COOP emergency.

Your department COOP plan will be implemented once the emergency has stabilized, and the
Campus begins the recovery process. It is assumed that infrastructure and staffing will be
impaired for some time, but the campus is able to resume certain functions on a priority basis.
Critical functions that involve life safety, infrastructure and technology will be given the highest
priority. Your department’s plan will help the campus prioritize the resumption of operations
once certain prerequisites are met.

Questions

A carefully prepared set of instructions accompanies the Department COOP template. If your
department needs assistance in preparing its COOP plan, please contact Carol Lindberg,
Environmental Health and Safety, extension 8073.
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All-Hazards Continuity of Operations Plan Department Template

UWS departments that are required to prepare a Continuity of Operations (COOP) Plan will use the same template
to prepare a department Plan that will be used to guide their department through the restoration of services
following an emergency that impacts our facilities or our employees.

This is your Department Plan. Be collaborative when drafting this, and seek comments from your staff and
leadership and the COOP team. When your plan is completed, return it to Carol Lindberg, UWS COOP
Coordinator, at the EH & S office.

GOAL: Your plan’s goal is to assist your department to recover to a fully operational state
within 30 days after a major operational interruption.

Microsoft Excel Spreadsheet Basics

The template is constructed in Microsoft Excel 2003/2007, and is compatible with the standard
Microsoft Office 2007 package. Some tips for using Microsoft Excel are provided below for
individuals who are not familiar with the program.

0 An Excel workbook consists of a “family” of associated worksheets contained within a single
file name. Each worksheet can contain independent information, and information can be
linked between spreadsheets.

o0 Each work sheet is composed of a grid-like arrangement of columns with letter designations,
and rows with number designations. The intersection of each column and row is called a
cell. Each cell has a column-row address designation, such as cell B15.

o0 Some cells in the template are merged with neighboring cells. The data can be entered into
merged cells the normally.

o0 Each worksheet has a tab at the bottom of the page to navigate between worksheets. Just
click on the tab to migrate to a new worksheet. In this template, the tab colors and
worksheet colors are coordinated for easier navigation.

0 You may start a new line of text within a cell by pressing the “alt” “enter” keys

simultaneously.
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Step 1. Getting Started

This Continuity of Operations (COOP) Planning template consists of an Excel workbook
containing an introduction and 11 different worksheets that will serve as your department’s
COOP plan when completed. Your Plan will help your department recover to an operational state
after a major business interruption impacts campus functions, business or infrastructure. The
COOP team will establish the hierarchy of the critical functions that must be recovered before
other functions can be re-established.

The instructions in this document are designed to help guide your department in completing the
worksheets included in the template.
A. Your department needs two documents to begin your COOP planning process:

= |nstructions (this document): COOP Template Instructions v B.pdf
= The department template (Excel spreadsheet): Dept COOP Plan Template vB.xlsx

The documents have been delivered to each department electronically. Copies are
available on line at: http://www.uwsuper.edu/emergency/coop/index.cfm

B. There are 5 worksheets that will require no information to be added by the department:

e The “Introduction to COOP’ worksheet serves to aid in the planning process as the
“big picture” as well as what to expect should COOP be activated.
e Four checklists that the department will use if and when their COOP Plan is activated.

C. The opening screen on the template workbook will look like the image below.

i) 1 9 380 dd

0o The tabs across the bottom of the
s page lead to individual work
sheets.

Tab colors and worksheet colors
are coordinated for easier
Section B Department Functions navigation.

Principle Fusetian Cheek a1l thai apply Summary of the Spaces Nou Lillized by ihe Departmest

& uf Bonmi Spaces uiilioed
Dffice space

Each work sheet will ask for
specific information about
- Dtplnr_h:_unt Plan Review and Revision lllstnllr_?‘ - YO U R department

u the beginning of eazh semester. eep s record of che dares of che rer

d revisions in the log below, I

Review or Revislon Identify Sections Worksheets Revised
Plan lsirial Issue Date

* ¥ | Dept Information - Dept COOP Oveneew Leadershp Succession Dept Call Tree Prmary Funcnons Emerge

D. The easiest way to navigate through each worksheet is to use the “Tab” button on the
keyboard. The tab will take you to each cell where data can be entered.

E. Important information about entering data into the template work sheets:
0 The spell check feature in Excel 2007 is not available for the template worksheets.
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o |If desired, lengthy blocks of text can be pre-written in Microsoft Word, spell checked
and copied into the spreadsheet. Please use Times New Roman font, 10 pt.

o Some information entered into the Department COOP Info worksheet is automatically
copied into other worksheets to reduce redundant entries. (Note: zeros in cells
indicate where information will be automatically entered.)

0 Most areas of each worksheet are “protected”; protected cells will not allow changes
in the cell’s content, font or column width. The cells where data input is requested
are unprotected; data can be added manually, copied and pasted as needed.

0 The cells have been formatted to allow word-wrapping of long text strings and rows
should adjust in height automatically. If the row height adjustment isn’t functioning,
you can manually change the row height of the row you are working in.

o0 Certain worksheet cells will allow only a limited number of characters. Character
limits will be a noted in the column heading above the entry, such as “Use 200
characters or less”. Excel will notify you if the number of characters is exceeded.

o All work sheets are set up for printing. The template will be printed in landscape
mode with left/right margins of 0.51 inches and top and bottom margins of 1.0 inch.

o Contact Carol Lindberg, ext. 8073 for assistance with any formatting or other
problems with the template.

After opening the template for the first time, save it under a new file name using the
format:

Department initials COOP Plan month 20yy.xls

Example: EHS COOP Plan 10 2009.xls

Please save your document as an Excel 2007 version (.xIsx extension).
Always remember to back up your work!

Appoint a COOP Contact for your department. The COOP Contact will coordinate the
completion of the department’s COOP plan by working closely with all members of the
department and coordinate with the campus COOP Team and COOP manager. The
department head will have ultimate responsibility for reviewing and authorizing the
department’s COOP plan.

For the purpose of completing any COOP plan or documents, the term “department” will
mean any academic department, work unit or administrative function at UW Superior.

Example: The Environmental Health and Safety program is a one-person
department. It will complete a Department COOP plan just like all other critical
departments, work units or administrative functions on campus.

The department should complete the following worksheets first, as the information they
contain will be needed to complete other worksheets.

0 Dept COOP Info

0 Dept COOP Overview
0 Leadership Succession
o Call Tree

o0 Primary Functions

Keep your plan up to date. Remember to update names and contact information as
positions or staffing changes. Once your plan has been developed, review your plan at
least twice a year. A suggested interval is the beginning of every semester.
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Step 2 Planning Scenario
|
All departments will use the same planning scenario to prepare their Department COOP Plan.
Throughout the preparation of your template, assume that_both of the following situations would
occur simultaneously during a COOP emergency:

= Facility loss or severely damaged [example: flooding, fire, tornado]: Assumes that the
building your department utilizes has suffered extreme damage and is unusable. Your
department will need to relocate to a different facility on or off campus for 3 or more
months.

= 30% Staffing Loss: [examples: Pandemic situation, reduction in force due to closure of
campus from severe facility loss] Assumes that the staffing levels in your department
have been severely impacted. The impact to departments directly resulting from this
scenario could include the curtailment or cancellation of public gatherings and academic
functions, and / or external services are impacted. Departments or functions may be
relocated as needed to conserve facilities or to isolate people from disease while
continuation of critical functions.

Remember: Any substantial impact on staffing levels and/or facilities is very likely to impact
our technology resources as well. Your planning should consider that information technology

(computers, email, internet, and even phone services) may not be available at the onset of a
COOP emergency.
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Step 3 Complete the Department Information-Plan Management Worksheet

The department information and COOP plan management worksheet identifies your department's
leadership, COOP contacts, the types of spaces utilized, and the COOP plan review log.

A. Open the worksheet with the tab labeled “Dept Information” to begin.

B. Complete Section A. Department Identification Section by providing:
0 The Name of your department. The name of your department will automatically
be entered into other locations of the work book.
0 Phone number, building and room number for the primary department office
0 The name, email address, office phone and fax number for:
= Department Head — the term ‘department’ will mean any academic
department, work unit or administrative function at UW Superior. The name
and contact information for the Department head will automatically be
entered into other sections of the workbook.
= Department COOP Contact — this is the individual within the department
who will coordinate the completion of the plan and coordinate with the
campus COOP team. The COOP contact should work closely with all
department members when completing this plan.
= Cabinet Officer the department reports to.

C. Complete Section B. Department Function:

o0 Indicate with an “X” the principle function(s) of your department in column B. If
your function isn’t described in the list provided, provide a brief 1-2 word
description of your department’s function(s) on lines listed as “Other”.

0 Summarize the number and types of spaces your department now utilizes in
column D. Provide only a number. It is not important to identify where the
spaces are presently located or how large they are — this information will be
requested on another worksheet.

D. Complete Section C Department Plan Review and Revision History.

This section provides an on-going record of the department’s review and editing of the
COOP plan, beginning with its first issue after completion. The department’s COOP
Plan should be reviewed and revised whenever there is a staffing change within the
department, and at least twice a year (beginning of each semester is recommended).

0 Use the first line to enter the date the department completes their department COOP
plan and submits it to the COOP team for review. Enter the date and the reviser’s
name (COOP contact) under the appropriate headings.

0 With each review or revision (including changes that result from the COOP Team
review), indicate the date, and the reviewer or reviser’s name in the chart. List the
sections modified under the “ldentify Sections/Worksheets Revised” heading.

Example: if a new vital record is added on the Vital Records and Procedure worksheet, it
could be indicated as: ““vital record added — Sec. A Vital Records and Procedure™.
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Example of a Completed Department Information Worksheet
B

A [ [ & [ D [ E

Environmental Health and Safety

Department Continuity of Operations Plan

Instructions: This COOF Flarming femplate consists of a group of worksheefs thaf will describe how your deparfment will refurn fo operafion following an
emergency that severely impacts our facilifies or workforce. This worksheef idenfifies powr deparfment s basic fimetions, COOF confacts and COOF document review
log.

Fhen your plan is complate, share paper and electronic copies with all of your employaes. Submit an electronic copy to Carol Lindberg, ITFS COOP Coordinator.
Keep your plon up to date by reviewing it frequenitly.

Section A. Departinent Identification

Instructions: Inthis section, identify your department and the cabinet position it reports to. Also identify your department head who will approve this COOP plan, the
person who will be the department COOP contact and their contact information. These individuals may be contacted by the COOP team for more information.

Departinent Name: Environmental Health and Safety

7
B Dept. Office Loc (Bldg & Fm): Hazardous Waste Facility Main Dept. Phone # T15-394.8073

9 [ Primary COOP Contacis | Name [ Enmail [ Phone [ Fax
_10 | Department Head: Carol &. Lindberg clindbenf@uwsuper. edu T15-394-8073 715-394-3418
_11 | Dept. COOP Contact: Carol &. Lindberg clindbeZuwsuper.edu T15-304-8073 715-304-8418
_12 | Cabinet Officer: Tanet Hanson Jhansonf@uwsuper.edu 715-394-8014 715-394-8171

13 Section B. Departiment Functions
E Principle Function Checlk all that apply Summary of the Spaces Now Utilized by the Depariment
15 (xorX) # of Rooms, Spaces utilized
_16 | nstruction Office space 1
17 | Student Life Support Classroom spaces
_18 |Lahoratory Research Studio spaces
_19 | Other Research: (list) Lahoratory spaces 1
_20 |Research Support Rec/Athletic spaces
_21 | Administration x Residential spaces
22 |Facilities Support X Storage spaces 1
23 | Oiher: describe SBafety and emergency response planning Other:
24|

25

& | B | C [ 1] E
26 Section C. Department Plan Review and Revision History

Insfrucfions : Your department's plan should be reviewed at the beginning of each semester. Keep arecord of the dates of the review and revisions in the log below. If

27 |sections or wotksheets are modified, record the information in the chart.
ate eviewer / Reviser Name eview o1 Revision dentify Sections/ Worksheets Revised

28 Dat Revi R N R R Identify Secti Worksheets R 1
29 241472009 Carol Lindberg Plan Initial Issue Date

. Primary Functions, Policy . .
0 152009 Carol Lindberg Updated & Proceduzes sec B Critical functions
31 3/30/2009 Catol Lindberg Updated Service Provider list

. Added Task list to each
1 10/1/2009 Carol Lindberg Updated Critical fametion sheets
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Step 4 Complete the Department COOP Overview Worksheet

The Department COOP Overview provides a brief overview of your department to the COOP
Team who will review your Plan, and to the COOP Emergency Response Team who will work
with your department if and when a COOP emergency exists.

A.

Section A Planning Scenario requires no editing and no additional information.

This section provides the planning scenario that all departments will use to formulate
their COOP plans. While preparing your departments COOP plan, assume that an
emergency has caused the facility your department utilizes to be severely damaged and
your department will need to relocate to a different facility off campus for 3 or more
months, and that your department has experienced a 30% reduction in staffing. Critical
functions will need to be maintained even though there are staffing losses. Staffing
losses may result from a reduction in force due to an emergency situation, relocation or
rescheduling of work hours, or illnesses such as a pandemic influenza.

Complete Section B. Department Overview:

This section will provide a brief description of the department to the COOP team. Briefly
describe your department’s mission, teaching, research and service objectives in the
space provided (cell A7). You may use as many characters as needed, but please be
brief. If needed, press “alt-enter” to start a new line or paragraph of text within the cell.
Text will automatically wrap to a new line, and the row height will adjust automatically.

Complete Section C. Department COOP Objectives:

The goal of your department COOP plan is to assist your department to re-establish the
essential (critical ) services necessary to return to an operational state within 30 days after
a major operational interruption. Identify your department’s objectives to meet this goal.
Remember that objectives are specific and measurable statements.

Press “alt-enter” to start a new line or paragraph of text within the cell. Text will
automatically wrap to a new line, and the row height will adjust automatically.

The essential (critical) services that should be included in this section include those
functions that absolutely must be restored within 2 weeks after the emergency has
stabilized. Critical services typically include regulatory, financial, and basic human
needs such as food, shelter, etc.

Complete Section D. Unique Department Conditions.

Evaluate the impact the COOP planning scenario may have upon the department and
describe any unique situations or conditions that your department may face if your
department had to relocate for an extended period of time and experienced a 30% staffing
loss. You may use as many words as needed, but please be brief.

Press “alt-enter” to start a new paragraph of text within the cell. Text will automatically
wrap to a new line, and the row height will adjust automatically.
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Example of a Completed Department COOP Overview Worksheet

A

UW Superior Example Departinent

Department COOP Overview

Section A. COOP Planning Scenario

COOP Planning Scenario: For the purpases of COOP planning and completing this template, assame your department has experienced:

® b severely damazed facility and will need to relocate to a different facility off campus for 3 or more months, and

» 3 30%% staffing loss.  Critical fanetions will need to be maintaimed even though there are staffing losses. Staffing losses may result from a reduction m force due to an
emerzency sihation, relocation or reschednling of work hours, or illnesses meh as a pandemie influenza.

Section B. Department Overview

Inspuetions: Please provide a brief overview of your department in the space below. Inchide mformation such as your department’s mission, teaching, research and
service objectives. Use as many characters as needed to descrbe vour department. Text will autormatically weap to a new line and the rowr heizht will adpost
atomatically. Contact Carol Lindberg, ext 28073, if formatting assistance is needed.

The Envirorumental Health and Safety (EH & 31 Program provides assistance and guidanee to the campus commnmnity in safety, envivommental health, and somme
envirommental compliance programs on the TW-Superior campus. The program has strong ties to Workers Compensation, Faecilities Management and the science
departments on campus, serves as the campus haison to the Superior Fire Department, and shaves responsibalities for emergency planning with Campus Safety. The
services provided by EH & 5 mchide hazardons waste management, occupational health and safety training, monitoring employes exposmes to chemical or physical
hazards, ergonomies, five safety, and serves as the OSHA-required Chemical Hygiene Officer for laboratories.

Section C. Department COOFP Objectives

Inspuetions: Vour department would experience a considerable business imtermaption if the conditions in the COOP planning scenario ocourred. In the space belowr,
please describe wour department's objectives for restoring its critical fanetions following significant business interraption like the COOP planning scenario (ahowe). Ee
concise, but use as many chararters as needed. Text will automatically wrap to a new line and the row height will admst aatomatically. Contact Carol Lindberg, ext
5073, if formatting assistance is needed.

10

0 Provide assistance as needed daring the emergency response, darmagze assessmment, and recovery as outlined in the U'W Superior Emergency Fesponse plan.

O ALssist in the review of proposed relocation sites for oceupant safety, life safety and enviromnental concems.

O Immplement practices and plans that provids for the safety of stadents, emploees, and visitors of the canpus, imchding ceoupational safety, life safety and hazard
recogrution.

O Assist in ensuring the campus remains in compliance with applicable codes, policies and regulations for safety and the enviromment.

0 Thuring a COOP emergency, implament plans and actions to achiswe a fimetional recovery and resumption of EH & 5 servicas.

Section D. Unigue Departinent Conditions

Inspuctions: Considering this COOP Planning scenario, descrdbe any unique situations or conditions that wour department may face i wour department had to relocate
for an extended period of time and experienced a 30% staffing loss. Be concise, bnt use as many characters as needed. Text will mtomatically wrap to 2 new line and
the rorr height wall adpast automatically. Contact Carol Lindberg, ext 2075, if formatting assistance 15 needed.

De

EH # 5 has several unique situations that should be recognized in COOP planning and response. The first is that the program is essentially a one-person department
with noltiple responsibilities. Some assistance 15 provided by otherwork areas as needed, nchiding the Facilities Enginesr who serves as the Assistant Envirormental
Health and Safety Director. EH & § also has strong affihations with Facilities Management, Campus Safety and the laboratory sclences for assistance and relies upon
them for assistance as needed.  Heowewer, duning a COOP emerzency, the assistance provided by other work areas may be limited as the campus attempts to addvess
nmltiple priorities.

The fiunctions of spill reporting and hazardous waste manazement presents a challenge, spills nmist be reported promptly to the state and federal mthorities. Hazardous
wastes need to be secured after they arve generated, and may require specialized storage areas. Hazardous wastes and spills should be anticipated if’ a significant damage
ocours to a campus building.
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Step 5 Complete the Leadership Succession Worksheet

Whenever a Department’s leadership is unavailable or incapable of performing his/her legally
authorized duties, other individuals need to be authorized to meet the operational needs of the
department. This is called “succession” of leadership authority.

In most COOP emergencies, the successor(s) will consult with the Department’s Cabinet Officer
to establish the limits of authority for major decisions and budgetary authority based on the
conditions at that time. All personnel issues such as hiring, discipline, or reduction in force,
should be reviewed with both the Cabinet Officer and Human Resource Director. This
delegation of authority will take effect when normal channels of direction are disrupted, and will
terminate when normal channels are resumed.

If the Department has unusual conditions affecting the delegation of authority, such as regulatory
requirements that are person-specific, or a limited number of people within the department, the
department must prepare a guideline defining the rights and limitations of succession regarding
authority to conduct department business.

A. Open the worksheet with the tab titled “Leadership Succession”.

B. The Department Head’s name, email address and campus phone will automatically be
entered according to the information provided in Section A of the Department COOP
Information worksheet. Add in the Department Head’s cellular phone, home phone and
other means of contacting him/her.

C. Indicate the first, second and, if possible a third, successor for your department’s leadership.
Small departments, where the number of successors is limited, should work with their
Cabinet officer to identify additional successors. For example, a small department could
choose to delegate specific functions to others outside of the department who are familiar
with the process. See Step E for documenting such transition of functions to others.

D. Provide all of the requested contact information so the successor(s) may be contacted during
an emergency.

E. If the Department has unusual conditions affecting the delegation of authority, the
department will prepare a guideline defining the rights and limitations of succession
regarding authority to conduct department business. This guideline must be identified in the
“Vital Records and Procedures” section of the Department COOP Plan.

| Leadership Succession

Succession to office is essential in the event that Department leadership is unavailable or incapable of performing their legally anthorized duties, roles and
responsibilities. Orders of succession provide for the orderly and predefined assumption of offices during dav-to-day operations or during an emergency.

Rights and Limitation.
authority for

cession: During COOP emergencies, the successor(s) will consult with the Department’s Cabinet Officer to establish the limits of

and budgetary authority based on the conditions at that time. All personnel issues such as hiring. discipline, or reduction in force,
should be rev both the Cabinet Officer and Human Resource Director. This delegation of authority will take effect when normal channels of direction are

disrupted, and will terminate when normal channels are resumed.

If the Department has unusual conditions affecting the delegation of authority, the department will prepare a guideline defining the rights and limitations of

2 succession regarding authority to conduct department business. This guideline must be identified in the Vital Records and Procedures section of the Department
3 Department Leadership Succession

4 Instructions: List the people who can make operational decisions if the head of vour department is absent.

5 Name ‘ Email ‘ Office Phone # Home Phone # Cell Phone # Other

6

7 Dept. Head Ima Boss Iboss@uwsuper edu 715-468-1234 715-289-4321 218-999-0909 . bossman@ISP.net
8

9 First successor Al Work Awork@uwsuper.edu 715-468-2143 715-369-9919 218-888-0808

10

11 Second successor John Smith Jsmith@uwsuper edu 715-468-4213 218-977-6161 218-777-1234 218-777-2234
12

13 | Third successor Alice Helper Ahelper@uwsuper.edu 715-468-1200 715-369-0234 715-555-0505
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Step 6. Prepare a Department Call Tree
|

The most critical part of any emergency is to provide brief, concise information and instructions
to the campus community quickly and accurately. To accomplish this, all departments will
maintain call trees that include both normal and alternate means of communication with its
members. Employees should be encouraged to keep copies of the department’s call tree at home,
in their car and at work. Remember: In a catastrophic situation, the systems that support the
campus’s ability to communicate may be compromised and alternate means will be necessary.

The primary caller and/or Alternate(s) identified in the Call Tree will be contacted by their
Cabinet officer to disseminate information. The Primary (or alternate) caller will then make
personal contact with each member of the department on the list and share a scripted message
regarding the emergency. There is additional information about using and maintaining “Call
Trees” in the Mass Communication Annex of the emergency response plan, available at
http://www.uwsuper.edu/emergency/communication/index.cfm

A. Open the worksheet with the tab titled “Dept Call Tree”.
B. Complete Section A Call Tree Caller section:

o Identifying the primary caller and three alternates and contact information for campus
email, phone, cellular, home phone or other contact means.

C. Complete Section B Department Employees:

A. Identify all members of the department in the tree along with their contact
information, including the employees in the Caller section.

B. Each member will be contacted by the Primary caller or alternate.

D. Distribute copies of the Call Tree to each department member, Campus Safety and
Human Resources.
E. Update the call tree whenever a change in department personnel occurs.
A | E | 8 | D | E | F | G
1 UW Superior Example Department
2 Department Call Tree
All departments will maintain call trees to contact employees in an emergency. The primary caller andfor Alternate's) identified in the Call Tree will be contacted by
theit Cabinet officer to disseminate information. The Primary caller or alternate will then make personal contact with each member of the department on the list and
share a scripted message regarding the emergency. There is additional information about using and maintaining “Call Trees” in the Mass Communication Annex of
the emergency response plan, available at httpo/fanerer uwrsuper edu/emergencyfindercfin All employees are responsible for keeping infommed of emergencies by
3 monitoting news media reports, TS home page and the Emergency [Weather] Hotline (715-304-2400).
Insfrucfions: List all of the people in your department and all available methods of contacting them in case of an emergency. Keep this up to date. Each employee
4 |should have a copy of the list in their office, in their vehicle and at home
5 Section A Call Tree Caller
5] T Ths (BTl o . Office Phone Home Phone Cell Phone # Other
7 Tee r ame il N Means of Contact
8 |Primary Caller ImaBoss lbossi@uwsuper. edu T15-468-1234 | 715-280-4321 | 215-990.0909 bossman@ISP. net
9 |First Alternate Al Work AwvarkE@uwsuper. edu T15-468-2143 | T15-360-0019 | 215-888-0802
10 |Second Alternate John Smith Jermithf@uwsuper. edu TI5-468-4213 | 2180776161 | 218-777-1234 218-777-2234
11 | Third Aliernate Alice Helper AhelperEiuwsuper. edu T15-468-1200 | 7T15-360-0234 | 715-555-0505
12 The first available caller will make personal contact with all other employees on the list, including the alternate callers.
13 Section B Departinent Fmplovees
14 Office Phone Home Phone Cell Phone # Other
——| Dept. 1o IN; Email
15 | Dept Employees ame ) R (R SR () S Means of Contact
16 |Employee: ImaBoss lbossE@uwsuper. edu T15-468-1234 | 715-289-4321 | 218-999-0909 bossrman@lSP. net
17 |Employee: Al Work Awork@E@uwsuper. edu T15-468-2143 | T15-360-0019 | 215-888-0802
15 |Employee: Joht Bmith Jsmithf@uwsuper. edu T15-468-4213 | 218-977-A161 | 218-777-1234 218-F77-4234
19 |Employee: Alice Helper AhelperEiuwsuper. edu T15-468-1200 | 7T15-360-0234 | 715-555-0505
20 |Employee: I att Summer MsummerZ@uwsuper. edu T15-468-3323 | 715-238-5512 | 218-880-8808 summertime@I =P, net
21 |Employee: Tane Winter Jwinter@uwsuper. edu T15-468-3003 | 715-333-3030 | 715-333-3030
22 |Employee: Joe Fall Jfall@uwsuper. eduy T15-4628-2002 | 218-000-0900 None
23 |Employee:
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Step 7 Complete the Primary Functions and Recovery Time Objective Worksheet

Although all campus functions are important, not every function performed on campus must be
sustained in an emergency. When a business interruption occurs, your department’s essential
(primary) functions will need to be restored to operational condition before less critical functions
are restored. The Primary Functions worksheet of your COOP plan will identify your essential
functions, and provide a time frame that those functions must be restored after a business
interruption or outage (recovery time objective, RTO).

Critical functions are those primary functions that must continue with no or minimal
disruption and enable us to provide vital services, maintain core business functions
and protect the campus community, assets and infrastructure. Critical Functions are
prioritized according to recovery time objectives:

o Primary Critical Functions have a recovery time objective of 12-24 hours.
Examples include functions that protect human health, life or safety, the
environment or the University’s financial status.

0 Secondary Critical Functions have a recovery time objective of 1 — 14 days.
Examples include functions that may cause state or federal funding to be lost,
research deliverables, restoration of phone services, etc

A. Open the worksheet with the tab titled “Primary Functions”.

B. List the Essential (Primary) Functions of the Department that must be recovered within 30
days in column B. Keep the description very brief and concise. Note: You do not need to
enter them in any particular order, however remember that the Excel *““sort™ feature cannot
be used on this spreadsheet.

0 Be concise. There is a maximum of 255 characters allowed to describe each primary
functions.

The primary functions should be reflective of your mission.

Your department may have functions that are seasonal, such as enrollment, athletic
events, seasonal weather activities or business functions. If the primary function is
seasonal, indicate the months that that activity should be expected to take place in
parentheses immediately after the function.

Example: Maintain emergency access to buildings during snow storms (November-
April).

C. Assign a Recovery Time Objective (RTO) for each primary function listed in column B by
placing an “X” in the appropriate column. Note: You cannot use the Excel *““sort” feature
on this spreadsheet.

o If the function is critical to the survival of the University and must be recovered within
the first 24 hours, place a check (X) in the 24 hr column.
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o If the function must be restored within 24 hours — 14 days, place a check (X) in the 14
day column.

o For each function identified with an RTO of 24 hrs or 14 days, your department will be
asked to complete a “Critical Function” worksheet (blue tab).

o If the function must be restored between 14 - 30 days, place a check (X) in the 30 day
column.

0 The RTO your department assigns will be reviewed by the COOP team to determine the
campus priorities during an emergency.

Example of a Completed Primary Function and Recovery Time Objective Worksheet

A B | ¢ | Do | E 7
1 ABC Department
7 Department Primary Functions and Recovery Time Objectives

Completing this Table will help yowr department recover all of its primnary functions and assist the campus in determining the Critical Functions
that need to be restored first following an emergency.

Critical functions are those functions that must continue with no or munimal disruption and enable vz to provide wital services, mantain core business functions
and protect the campus comumunity, assets and mfrastructure. Although all campus functions are important, not every function performed on campus must be
sustained i an emergency. The Crifical Functions are priontized according to recovery time objectives:

0 Primary Critical Functions have a recovery time objective of 12-24 hours. The lozs of primary critical functions would cause a catastrophic effect on the
infrastructure or misison of the campus.

0 Secondary Critical Functions have a recovery time objective of 1 — 14 days.

g |4 Recovery Time Objective 15 the perind of time that the systems, functions or applications must be restored after an outage.

Instructions
1. List each primary function that your department performs m the table helow.
2. For each of the primary functions listed in the table, recommend a Recovery Time Chjective for restoring that function after a catastrophic incident has

4 |occurred. Your recovery time objectives will be reviewed by the Campus COOP Team and adjusted as needed.
8 Primary Functions of the Department Gy E NI EIEID ERLINE
5 {Use 255 characters or less) 24 he ‘ 14 days ‘ 30 days
7| 1 Maintain heat in all buidings %
8 | 2 Maintain electrical service in all buildings %
9| 3 |Maintain sanitary services to buildings (domestic hot and cold water, todet faciities, cooking, cleaning) X
10| 4 Maintain campus telecomunication systems in operable condtion X
11| 5 Maintain emergency access to buildings during snow storms (Movember - April) X
12| 6 Provide purchasing assistance for supplies to support building maintenance X
13| 7 Maintain campus sunmer landscape (grass mowing, weeding flower beds) X
14| 8 | Provide routine custodial services to all buildings %
18] 9
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Step 8. Complete the Emergency Access to Information and Systems Worksheet

Department’s depend upon specific information or systems in order to conduct routine business.
Examples may include IT infrastructure, UW System based information systems, or federal
systems. Your department will use this worksheet to identify the information and systems it is
dependent upon, and identify an alternate means of accessing the information should the system

be unavailable.

A. Open the worksheet with the tab titled “Emergency Info Access”.

B. In column A, identify your department’s information and systems that would be
essential to have access to during or following an emergency. Examples of information
and systems could include:

a. Remote access to data stored on department computers
b. Access to computer systems that are essential to specific functions or operations
c. Databases or resource information (such as pdf manuals, books, regulations)

C. Incolumn B, briefly describe your department’s emergency access plan to the systems
and information. This may include remote access (or authorization to allow remote
access), contacting IT support, off-site data backup, backup files on flash drives, hard

copies, etc.

Important Note: While preparing this plan, remember that the planning
assumptions include the total loss of the facility your department utilizes and 30%
staffing reduction. The campus infrastructure where your information is normally
stored may have been compromised. Normal department operations should always
include backup plans for essential information.

Example of a Completed Emergency Access to Information Systems Worksheet

A

B

Department ABC

1 Emergency Access to Information and Systems

| Tahag).

[Ifaccessta yout department’s information and systems iz essentialin an emergency, describe your emergency access plan below. This may inchade remote access (or
| authotization to allow remote access), contacting IT support, off-site data backup, backup files on flash deives, hard copies, or use of alternate email systems (e.g,

3 Information or System

Emergency Access Plan

|Department courses on
|Learn@ LW Superior

|Access to Departmental computers

iCampus Energy Management System

| Campus facility blueprints/drawings

Coursework for ABGD ¥ek ¥l ¥ classes are stored on server ¥, backed up daily by [T. [T will be
contacted for assistance in restoring access to courses. Individual instructors maintain outlines of
coursework maintained in Learn@UWSuperior.

The department chair and support staff maintain their work on their "G drive, backed up daily by [T. [T will be
contacted for assistance in establishing remote access. Critical files are also backed up on flash drives kept
by the ADA.

System rmaintained on server and backed up daily. Backup stored off-site at XY Z location. No paper copies.

Current drawings maintained in CAD files on sereer. Server is backed up daily. Backup is stored oft-site at
#¥Z location. Paper copies of all blueprints are maintained on-site. W System maintaing paper and CAD
copies.
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Step. 9 Complete the Vital Records, Policies and Procedures Worksheet

This worksheet is requesting information from the department regarding the vital records and
essential policies and procedures needed by the department to perform its essential functions.

In COOP planning, vital records are those records or documents that the Department needs to
carry out essential functions under emergency situations or are difficult to replace. Examples of
vital records include blueprints, financial records, personnel records, inventories, etc. Do not
include records that may be useful but are not necessary to performing essential functions.

During a COOP emergency, employees who normally perform certain key functions may not be
available to continue their duties, so it is crucial that documented policies and procedures be
maintained by the Department. The policies and procedures should be available in multiple
formats and cross-training should be provided within the work units.

A. Open the worksheet with the tab titled “Vital Records and Procedures”.

B. Complete Section A, Department Vital Records:

Section A identifies the vital records, databases or forms that are essential to the department
operational needs during an emergency. This section also identifies the format(s) of the vital
record and where it is kept, and how the record is backed up. Examples of Vital Records
include:  Personnel records, purchasing records, contract lists inventories, student records,
names of patrons, contributors or donors, and this department COOP plan.

1. Identify the vital records, databases or forms that would be essential to the department’s
operational needs during an emergency.

2. Indicate if the record is owned and maintained by the campus or by the department.
3. Indicate the format(s) available for each record, where it is kept and the backup method.

C. Complete Section B Department Essential Policies and Procedures:

Section B is used to identify your department’s critical policies and procedures, the owner of
the record, the formats available and location. Examples include: Written purchasing
procedures, department-specific personnel procedures, such as succession procedures,
equipment operating procedures or manuals, campus plans or procedures utilized by your
department

1. Identify the policies and procedures that would be essential to the department’s
operational needs during an emergency.

2. Indicate if the record is owned and maintained by the campus or by the department.

3. Indicate the name (or positions) of anyone who is cross-trained in the policy or
procedure.
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Example of a Completed Vital Records, Policies and Procedures Worksheet

Department COOP Plan Template Instructions, v. B, March 2011

This worksheet is requesting information from the department regarding the vital records maintained or used by the work unit and the essential policies and procedures
needed by the department to perform its es=ential functions. In COOF planning, vital records are those records or documents that the Department needs to carry out
ezzential functions under emergency situations or are difficult boreplace. Examples of vital records include blueprints, financial records, personnel records, indentories, e
Do miot include records that may be useful but are not essential to performing the service.
DOuring a COOP emergency, employees who normally perform certain key functions may not be available o continue their duties. In arder for a deparkment bo continue its
3 critical functions, documentation in the forms of policies and procedures are essential, and crass-training should be provided within the wark units.
—
dmsdrectviomes [dentify the vital records, databaszes or farms that are eszential to the department operational needs during an emergency. Ensure such records are properly
g |stored, backed up and safeguarded. Ensure all electranic records [programs and data files] are appropriately backed up and stored affsite.
Record o intionN f Yital B d. Datab Formats Available & Location Indicate the backup method
5 Owner escriptionifMame of Yital Record. Database fote e e SO0 charaotens for eard ety &
C or Form Electronic Faper where the backup is kept
ampu
Dept Pl FRR efvaractens o fensi
7 s P f i Where is it kept? Where is it kept? Fuime fens tha SO charserersy
1 # | Contact phone list for essential suppliers ‘ez, On Dutlook contact list e, ;opg of_contact list iz Dutl?ok Fontactlistis archived on
g kept in blue binder on shelf. G: drive
‘es. Washe inventony
inventory sheets for each
s " Hazardous waste inventory, for current years and all ez, Encels file on main office | container infile cabinet. End | Backup copies of electronic
years back bo 1996 [spreadsheets). computer. of year inventory filed with spreadshests kept on G: drive
annual OMR report, Copies
& kepk with shipment records.
3 ¥ | Training records (form of attendance sheets at training) | Mo Faper coples.nFlattenc!ance Entry of .tralnlng! a.ttendance
10 records kept in file cabinet. entered into training database
28
dmsdreetions |dentify your department?s critical policies and procedures. Ensure the policy and procedure documents are current and available in various formats; e, in
paper form and anline. Ensure appropriate individuals have access to copies of critical policy documents. Copies should be current and mainkained at multiple locations.
29
Record Formats Available & Location List emplogees cross
a0 Owner DescriptioniMame of Policy or Procedure fuse dens than ST efaraolers for eank eptit trained to use the policy or
Campn | (elee SRR charactens or fers) Electronic Paper procedure
3 5 P Where is it kept? Where is it kept? [t et SO cofvarscterns
al o« Emergency Fesponse Flan ez, Copy on Campus wWeb, ‘ez, Inred binder on shelf Chancellor's cabinet, Facilities
- geney P and individual CO Copies abowe desk. Director, Campus Sakety Officers
. ) ‘ez, White binder on . .
E u Hazardous Waste Management Procedure ‘Yes. On computer |nl|:\FF|ce bookshelf labeled EHS K. Riaihala, !_SFH .chemlsts and
and copy on G: drive biclogists.
33 Frograms
34 (C % |Department pro-card purchasing procedures Mone ‘ez, File Cabinet




Step 10. Identify the Internal and External Service Providers Dependencies
|

The essential functions of a department will have certain dependencies upon service providers
from both on-campus departments and off-campus service providers, and there may be outside
agencies that depend upon UWS for services. A prepared list of providers will assist the

department in a smooth transition during a COOP emergency. Be sure to update this list when
service providers, contracts, memorandums of understanding, or contact information changes.

A. Open the worksheet with the tab titled “Service Providers”.

B. Complete Section A Internal Dependencies on UW Superior Departments. ldentify your
department’s dependencies on other internal departments on campus.

(0]

(0}

Identify the products and services upon which your department depends and contact
information for the internal (UWS) departments that provide them.

Do not list ITS, payroll and human resources, purchasing/finance, Campus Safety and
Facilities Management, as it is understood that all departments will rely upon their
services.

Use 255 characters or less to identify the internal service or department.

C. Complete Section B UW Superior Dependencies on Outside Vendors/Service Providers.
Identify your department’s dependencies on external vendors or service providers.

(0]

Identify the product or service, the name and contact information for the primary
provider. ldentify alternate providers that can deliver the same products or services.

Use 255 characters or less to identify the external service/product and suppliers.
Use 200 characters or less in the contact information columns

It is not necessary to have regularly utilized the services of the alternate; however during
a crisis our primary vendors may not have sufficient personnel or goods to meet our
demands.

D. Complete Section C Key External Customers that Rely Upon UW Superior for Services.
Identify the key external customers that rely upon UW Superior for services or information.
A pro-active approach in contacting important customers can be very effective in mitigating
losses, so include external customers who would be offended if they were not contacted by
UWS.

o
(0}

Use 100 characters or less to describe the service provided by UWS
Use 255 characters or less to identify the customer and contact information.
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Example of a Completed Service Providers Worksheet

The essential functions of a department will have certain dependencies upon service providers from both on-campus departments and off-campus service providers,
and there may be outside agencies that depend upon UWS for services. A prepared list of providers will assist the department in a smooth transition during a COOP
emergency. Be sure to update this list when serwice providers or contact information changes.

Jnstructions: Al UWS departments rely on Energy Services, [TS, Payroll/Purchasing/Finance, Public Safety and Facilities Services. List below the other products

5 |and services upon which your department depends and the internal (UWE) departments or units that provide thern.
6 UWS Service or Product | UWS Provider | Contact | Campus Phone
7 Reconciling Pro Card Dept ABC Support Staff ext 3400

Tnstructions:  List below the external products, serwices, suppliers and providers upon which your departtnent depends.  I[dentify the product or service, and the
name and cottact information for the primary provider, and for alternate providers) that can deliver the satne products or services.

17 Use 255 characters or less in this cokomn af information Uke 208 characters or less in the contact methods columns
Service/Product: | Whatchamacallit Service and repair FPhone Emergency 24/7 Phone Alt (.DTIL(‘ICI. Method
18 (email, cell, web)
19 | Primnary Provider: |ABC Equipment Service and Fepair 612-555-1212 1-588-333-3333 ABCTiwitsEixit net
20 |Alternate provider: |XYF Service and Fepair 651-515-2121 1-588-242-2242 Ry Fteam@@repair.net

Alternate provider:
Alternate provider:

Tnstructions:  List the Key Customers who rely upon UW Superior for services or information. A pro-active approach in contacting itnportant customers can be

94 |very effective in mitigating losses, so include external customers who would be offended if they were not contacted by TWS,
95 Use 255 characters or less in this cokomn af information Uke 208 characters or less in the contact methods columns
Service: Mews Media - Television Phone Emergency 24/7 Phone Alt (.DTIL(‘ICI. Method

96 | (email, cell, web)
97 Customers: ISPY Telewision 218-555-1212 300-555-1212 ISPYteam@lsPY . net
98| Customers:
99| Customers:

100 Customers:

Department COOP Plan Template Instructions, v. B, March 2011 p. 19



Step 11 Complete the General Operational Needs for Physical Relocation Worksheet
-
This section seeks answers to the question: ““If your department had to relocate to a different
location, what would the new site require to be minimally functional?”

To answer this question, your department needs to identify the basic space (section A),
equipment (section B) and technology (section C) that would be required for your department to
function in an alternate location during a COOP emergency. The information will be used by the
Emergency Relocation Group to assist your department to resume operations at an alternate site,
either on or off campus.

Remember that relocation is a reaction to an emergency and critical needs will be met before
department or personal preferences are met. When practical, some resources will be shared
among multiple work units until full function is restored to normal.

Note: This worksheet contains cells that request specific types of answers. Some cells are protected
and will not allow data entry or changes

A. Open the worksheet with the tab titled “General Operational Needs”.

B. Complete the Operational Needs Template by providing the requested information for each
of the following sections:

= Section A: Operational Need - Physical Space Requirements
= Section B: Operational Need - Equipment and Supplies
= Section C: Operational Need - Technology and Communication

C. Data Entry Fields — Describes the type of physical space, equipment, supplies and technology
your department would need if it were forced to relocate another building in an emergency.

= Req’d/Yes No (Column A): For each item, click on the “no” in Column A and select
either “yes” or “no” from the drop down list to indicate if the item will be required by the
department when relocating. The default answer is ‘no’.

= Number (#) of Units Required (Column B): If the answer in “Req’d” column was
“yes”, indicate the number of units that would be required by your department. The
default answer is “0” (zero). The quantity units are defined in the description in Column
C. Cells that are blanked out are shared resources-a quantity is not required.

= Descriptions (Column C): This column describes the most common space, equipment or
supplies, or technology needs that departments may require, and defines what a “unit’ is
for each item. At the end of each of the sections are blank lines for departments to add in
specific requirements that are not listed — please note that a maximum of 255 characters
is allowed. Items that are labeled “please detail” should be described in more detail in
Column D by the requestor.

= Qualifiers / Notes (Column D): This column provides a basic description about the item
in the pick list and/or space for the department to provide short, concise details for any
special needs for that line. Please use 255 characters or less.
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Example of a Completed Operational Need’s for Physical Relocation Worksheet

A B © D
8
Instructions for physical space needs: This section is requesting information about the spaces that would be needed by the department ifit had to relocate to an
alternate site duting a COOP emergency. For each item leted below, indicate whether or not the type of space will be requited with a'Ves' or 'No'. The default
answeris "Ho". Ifthe space is requited, indicate the number (#) of units needed based on the number of people or the "units" as defined within the description. If
5 |asked to "Deseribe" provide a brief description of the space and mindromm requirements.
Req'd | # Units - . ualifiers/Notes
7 Yesan Needed ‘ Description of spaces required by the department ‘ Lights, heat, electricity, genQera.l ventilation are assumed to be available.
8] Mo 0 Classtroom, cap of 1-20, 1 room per unit Classrooms will have: desks or tables/chairs, chalk or whiteboards, AV
9] Mo 0 Clasaroom, cap of 11-35, 1 room pet unit Classrooms will hawe: desks or tables/chairs, chalk or whitehoards, AV
10| Mo 0 Classroom, cap of 36-30, 1 room per unit Classrooms will have: desks or tables/chairs, chalk or whiteboards, AV
11| Mo 0 Clasaroom, cap of 51-80, 1 room pet unit Classrooms will hawve: desks or tables/chairs, chalk or whitehoards, AV
£ Mo 0 Classroom, cap of 81-100+, 1 room per unit Classrooms will have: desks or tables/chairs, chalk or whiteboards, AV
13| yes 3 Office space with desk, chair. 1 person per unit
YE3 A Conference space with table & chairs. 1 person per unit. Spectly the number of peaple the conference space needs to
14 accommodate
VE3 2 Wotkepace, general. 10 2 £t per unit.

Instructions for crifical equipment and supplies: This section is requesting information abowt the types of equipment, tools and supplies required by the
department to conduct the essential functions following a relocation to an altetnate site. For each item in the list below, indicate whether or not the dtem will be

5 |required with a Ves' or'Mo'. Ifthe tem is required, indicate a quantity (ty) needed based on the number (#) of people or the number of "units" to plan for as
57| Req'd [ Qiv | Description of Eyuipment and Materials [ Qualifiers / Notes
YE3 2 Wtk tables. 1 table per unit. Typical: Folding tables. Average sizeis 31X 6 f

YE3 4 Wisitor chairs 1 chairfunit

YES WACCESS to a photocopier. Mo units required. Photocopiers will be a shared resource
Ho 1] Shelving, 2 lineat feet per unit.

YES 2 File cabinets. 1 4-drawer cabinet per unit.

Ho 1] Wault o safe. 1 each per unit.

VES 3 Office supplies (pens, paper, clips, etc). 1 person per unit.

Insfructions : This section iz requesting information about the technology required by the department to conduct the egzential functions following a relocation. For
each item in the list below, indicate with 2 "Ves' or 'Neo' whether or not the ttem will be required. Ifthe item is required, indicate a quantity (Qty) needed based on the

96 [number (#) of people of the mumber of "units" to plan for ag defined within the line item.

a7 Yi.esl}f:lin Qiy Description of Equipment or Services ‘ Qualifiers / Notes

98 Hao 1] Classroom av equipment Mt ovethead projector and screen

99| VES 1 Television + VOF. 1 each per unit

100] VES 1 Television +DVD. 1 each per unit

A01| YES 3 Email 1 person per unit

102] VES 2 Internet. 1 person per unit

103 YE3 3 Softwrare: Microsoft Office Suite. 1 person per unit Includes Word, Excel, Access, Internet Explorer, Outlook, etc.
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Step 12. Completing the Critical Function Worksheet(s)

In the “Primary Functions” worksheet the department identified all of its primary functions that
need to be operational within 30 days of a COOP emergency, and assigned a recovery time
objective (RTO) of 0-24 hrs, 1-14 days or 15-30 days. The “General Operational Needs”
worksheet prepared by the department identified the general operational requirements to re-
establish primary functions within the first 30 days following an emergency.

Critical functions with a RTO of 24 hrs — 14 days will have the highest priority for restoration,
and may require employees with specific training or skills, or specialized work areas, tools,
equipment or supplies. The Critical Function Worksheet(s) are used to provide greater detail to
meet the demands to restore the Critical Functions.

Examples of Critical Functions with RTO’s of 24 hrs-14 days:
Core Business Functions:  Payroll, Purchasing
Security Utilities
Housing students who could not return home

A Complete one “Critical Function Worksheet” for each primary function with an
RTO of 24 hrs — 14 days identified by the department in the “Primary Functions”
worksheet. Ten copies of this worksheet are provided. Use one of the “Critical
Function” worksheets to make additional copies as needed. The “Critical Function
Template” is available in the event a serious error is made in one of the worksheets.
Note: Some departments may not have critical functions meeting the RTO objectives and
will not need to complete this section.

a. To make additional copies of the worksheet:
i. Click on the tab of the last “Critical Function #”” worksheet completed.
ii. With the mouse over the tab, right click and select “Move or Copy”
iii. Highlight the position you would like the new spreadsheet inserted in the
lineup.
iv. Click in the box: “Create a Copy”. A green check mark should be visible.
v. Select: “OK”.
B. Open a “Critical Function (#)” worksheet (blue tab), where “#” is a number.
C. Complete the header section by providing the critical function and the recovery time
objective assigned to it from the Primary Function Worksheet. Copy and paste may be
used to enter the information. Then provide the name and title of the person completing

the form and the date it was completed. Use 255 characters or less when completing the
fields.

D. Complete Section A, the Critical Function Employee list, by identifying the primary
and secondary employees and/or positions key that could help perform this critical
function.

o Identify the function(s) that each employee provides using 100 characters or less.
0 Make sure the contact information for the employee is current in the “Call List” tab.
o All individuals listed must be cross trained to perform this critical function.
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E. Complete Section B by identifying any specialized physical space(s) required to meet this
Critical Function. Note: not all critical functions will require specialized spaces.

a. Identify the intended use of the space(s) using 255 characters or less.
b. Identify the amount of area required, and utilities to perform this Critical Function.

c. Do not include the spaces identified to meet the general operations needs of the
department included on the “General Operational Needs” Worksheet.

F. Complete Section C by identifying any specialized equipment, tools and supplies
required by this critical function, the utilities required, and resources for replacement if
there is a catastrophic loss. Note: not all critical functions will require specialized tools,
equipment or supplies.

a. Identify the specialized equipment required, the quantity, and any special voltage or
utilities to operate the equipment. Indicate whether or not the equipment is available
regionally for loan or purchase, and if so, where.

b. Do not include equipment listed on the “General Operational Needs worksheet.”

G. Complete Section D It is imperative that the department critical functions be capable of
being restored during a COOP emergency based on a hierarchy of need. If the employees
who normally perform these functions are not available, then other employees will need
to step in to assist. If written procedures do not exist, and employees are not cross-
trained in the procedure, a Service Recovery Task List will need to be created.

Step D-1 Determine if a Service Recovery Task List is required

a. Click on Column A and select either “yes” or “no” from the drop down list to indicate
if the department has 2 or more people cross trained in the Critical Function indicated
at the top of the page. If the answer is “Yes”, then a Service Recovery Task List does
not need to be prepared.

b. Click on Column A and select either “yes” or “no” from the drop down list to indicate
if the department has written procedures for performing the Critical Function
indicated at the top of the page. If the answer is “Yes”, then a Service Recovery Task
List does not need to be prepared.

c. If awritten procedure already exists, list the title of the procedure in the line below,
and include the written procedure by title in the “Vital Records and Procedure”
section of the department Plan.

Step D-2 Create a Service Recovery Task List

d. If the answer to the questions in D-1 are “no”, a Service Recovery Task List will
need to be included with the Critical Function. The Service Recovery Task List is a
series of steps that anyone unfamiliar with the process can use to re-establish the
critical function if the critical employees are not available.

i. Use numbers to indicate the primary steps
ii. Use numbers and letters to indicate sub steps in the task list (example: 1a)
iii. Use a separate line for each step or sub-step. Keep the description to 255
characters or less.

H. Continue completing copies of the Critical Functions worksheets until all of your Critical
functions with an RTO of 24 hrs — 14 days have been finished.
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Example of a Completed Critical Function Worksheet
Critical Function Worksheet

Instructions: Complete one copy of this form for each critical function identified in the Primary Functions worksheet that has a recovery time objective of 0-24 hrs or 1-

2 14 davs. If prioritization is necessary, indicate an acceptable time frame in the RTO category for restoring this critical function.

3

4

o ~ 0 o,

Recovery Time Objective

Department Name UW Superior Example Department
0-24 hours 1-14 days
) c 'tica.I Fll.llcl‘iol]i Maintain emergency access to buildings during snow storms (November - April} X
. Guv Boss Facilities Management Director 1-Nov-10
This form completed: - =
Nawme Title Date

Section A Critical Function Employees

Instructions: Identify key individuals and/or positions necessary to perform this critical function. Refer to the Call List for contact information. All individuals listed must

9 be cross trained to perform this critical function.

30

40

45
46
47
48
49
50
51
52

Function
(100 che

Primary Employee Name

Secondary Employee Name

Special Comments

racters or less)

Equipment Operator.
snow removal

Equipment Operator.
snow removal

Relief snow plow driver
Maintain equipment

William Worker

James White

Thomas Clack
Timothy Click

Lester Snow

George Banks

John Spare

(100 el
Employees live outside city limits.
May need additional time to report to

work during snow emergencies.

Section B Specialized Physical Space Required to Meet this Critical Function

Instructions: Identify any specialized space's needed to perform this Critical Funetion. Do not include the spaces identified to meet the general operations needs of the

department included on Department General Operational Needs Worksheet.

I?tm{qu Use of Space Area Required, sq ft e:::l':zg:l“:ll:;ldri Is I-lleat L vent.ilation
(us ) required? required? required?
Garage for vehicle maintenance 1000 sq ft Yes yes Yes
Equipment parking area - outdoor 1000 sq ft no no no
Break Lunch facilities for extended work periods 100 sq ft ves ves no
Sleeping areas for extended work periods 100 sq ft yes yes no
Outdoor storage location for salt'sand road mix 500 sq f 1o no no

Section C  Specialized Equipment Required to Meet this Critical Function

Instructions: Identify all specialized equipment required by this critical function. the utilities required. and resources for replacement if there is a catastrophic loss. Do not

include equipment listed on the General Operational Needs worksheet.

Utilities required by Equipment

Replacement Availability

Identify if water (W) , nat. gas

If this equipment is available for

Qty Req'd Specmll’zed‘l_)_epartment Equipment 1at. Voltage ] "
33 s o7 fes) (G), fuel type, or ventilation . loan or rental regionally, specify
N ) requirement
(V) is required where.

5 Snow throwers gasoline Menards, ABC Rental

3 Maintenance vehicles with plow blades gasoline ABC Rental

1 Vehicle with snow-brush adapter gasoline ABC Rental

1 Front end loader diesel City of Superior, ABC rental

1 Dump truck diesel City of Superior, ABC rental

Section D Service Recovery Task List

Instructions: Answer the questions below and then create a task list to restore this function if written procedures or cross trained employees are not available. List the step

and description where indicated. Identify any written procedures below.

Answer "Yes" or "No"

Step D1. Determine if a Service Recovery Task List Must be Written:

NO

NO

Written Procedure Name:

Are two or more employees cross trained on this critical function?

If yes, a Service Recovery Task list is not required.

Are written procedures for recovering this critical function available? If yes, a Service Recovery Task list is not required.  List the

procedure(s) title below. Include the procedure(s) in the "Vital Records and Procedures” section of vour plan.

Instructions: Create a task list that identifies the essential steps in restoring this critical function. Indicate the task / subtask steps, and briefly describe in the space

provided. If establlished procedures are in place for restoring this function, refer to the procedure as a step in the task list.

Task # or Sub-task # |

Step D2, Service Recovery Task List - Step by Step Description (use 2353 characters or less)

1

b Wk

-1 G tn

Initiate call list for available staff to come in. Consider shift work if needed.
Have service and repair staff on standby and establish a report time for long-duration events
Assign priority areas for maintaining building access for emergency access

Have overtime expenses pre-approved by supervisor

Coordinate with Campus Safety to ensure access to buildings during potential emergencies

Arrange for rest areas and meals for continuing shifts,

If necessary. arrange for a relief shift to continue operations
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Step 13 Mitigation Strategies
|

Identifying your mitigation strategies is your most important step in COOP planning. One of the
benefits of pre-planning is that it uncovers our vulnerabilities and risks. Once we have identified
a risk or hazard through planning, applying a mitigating action can prevent adverse outcomes or
reduce their severity and impact upon our work unit or campus.

A. Open the worksheet with the tab titled “Mitigation Strategies”.

B. Identify your department’s vulnerabilities. Review the information you have entered
into your COOP Plan and list the department's vulnerabilities that could be acted upon to
reduce the impact on your operations. Please use 255 characters or less.

C. Identify what can be done to mitigate the vulnerability. Then list the mitigation strategy
that would be effective in reducing the risk to your department. For example, you may
wish to stock up on your critical supplies or develop contingency work-at-home
procedures. Please use 255 characters or less.

D. Follow through on the mitigation strategy. Set a time line to accomplish the mitigation
action and then follow through.

E. Keep your plan up to date and add new vulnerabilities and mitigation strategies as they
are discovered, and update your time line as actions are completed.

Example of a Completed Mitigation Strategies Worksheet

This is your most important step: Review the information you have entered into this COOP Template and list the department's vulnerabilities that could be acted upon
now to reduce the impact on your operations. Then list the mitigation strate gy that would be effective in reducing the risk to your department. For example, you may wish
to stock up o your critical supplies or develop contingency work-at-home procedures. Be sure to set a time line to accomplish the mitigation action.

Mot encugh staff are cross trained to operate the
B |widget equipment, which is vital to our operation.
The stock of dispogable gloves on hand is not

Crogs train staff to operate the widget equipment 341552009

Maintain a stock of disposable gloves that will last 30 days, or find a regional vendor that

enough to last 30 days. Ifwe mn out, we are unable can provids & supply on short notice, Ti/2000
7 |to protect employees while cleaning,
Only one person understands the routine and non- Develop a proce.du.res ma.nual and schedule for the dep mmegt office a..nd.m.a.nagement
i tasks. Cross train other individuals on the procedures. Identify other individuals on Q71,2009
routine tasks for the office management.
=] campus who could serve as aresouce.
9 |Inventory data is not backed up Implement a routine back up procedure for inventory data. 11/1/2008 | 10/30,2008
Depattment records in baser.nent storage area s Movwe all department records and equipment in basement storage areas to locations that
vulnerable to water damage if basement flooding are 12 inches shove the floar
10 | should ocout. ) 2142009
1
12
13
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Step 14 Submit the Department Plan for Review by the UWS COOP Team
. ________________________________________________________________________________________________________________|

A.

Review the plan you have completed with your department members and update the
plan with any changes.

Email a copy of your COOP plan to Carol Lindberg, Environmental Health and
Safety, clindber@uwsuper.edu for review by the UWS COOP.

The COOP Team will review your plan. The COOP team may request to meet with
your department’s COOP representative to clarify information.

After the initial review some modifications may be needed to your plan. Once your
department has made the modifications, the Plan should be re-submitted to the COOP
team by emailing it to Carol Lindberg.

When your Department’s COOP plan is finalized, update the information on the
Department Plan Review and Revision History Section of the Dept. COOP Info
Worksheet, and submit a copy to the COOP team by emailing to Carol Lindberg.

Share an electronic copy of the plan with your department, and make a paper copy for
department records. Be sure to indicate in the “Vital Records and Procedures”
worksheet where the electronic and paper copies of the COOP Plan can be found.

Update your plan regularly.
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	The University’s COOP Plan is predicated on a realistic approach to the problems likely to be encountered during a major emergency or disaster.  The following qualifiers apply:

